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The heterogeneous nature of modern telecommunications infrastructure is
making It iIncreasingly difficult to protect network resources with conventional
perimeter-oriented approaches to network security. By starting from the
assumption that the attacker Is already inside the network, the zero trust
model enhances security by both blocking unauthorized access to network
resources and preventing internal lateral movement by an attacker.

The primary aim of any approach to network
security is to protect the communication
infrastructure so that it can provide services
with the expected level of quality, free of
disruption. By significantly mitigating risks
inside the network perimeter, the zero trust
model makes it easier for communication
service providers (CSPs) to live up to their
security commitments.

W The perimeter securi  model operates onthe
basis of inherent trust, assuming that everything on
theinsideofane orkistrus orthy. Aslongasthe
attackerisoutsidethene orkand the outer
perimeter defenses are strong enough to completely
prevent breaches, this approach can work well. But if

abreach does occur and an attacker getsinside the
ne ork,theperimetersecuri modelallowsthe
attacker tomove laterallybe een systemswithin
thene ork.

Thezerotrust (ZT)securi  model resolves this
issue by never making any assumptions about
trus orthiness. It rstemerged more thanadecade
ago in the enterprise space, which means the
telecommunications sector bene tsfromthe
enterprise sector’s ndingsand best practices.

Azerotrustarchitecture (ZTA) works by
facilitatingsecurene  ork accessto resources (data,
devicesand services) thatis limited only to subjects
(users, devices and services) that are authorized and
approved. Itisbuiltonanidenti -centricapproach
based on the execution of policy-based authorization
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decisions in runtime combined with traditional
defense-in-depth securi  principles. When
implemented correctly,a ZTA mitigates both the risk
of an external attacker getting a foothold in the

ne orkaswellastherisk of lateral movement, in the
caseofasecuri breach.

Ericsson’s approach to zero trust architecture
applies the ZT principles [1, 2] to telecommunications
ne orks.We have chosen to use the terminology
andtenetsde ned by the US National Institute of
Standardsand Technology (NIST) SP 800-207 [3]
(see highlight box). Several other government
bodies and organizations are, however, in the

process of publishing ZTA guidance or requirements.
The National Cyber Securi  Centre inthe United
Kingdom currently has its own ZTA design principles
[4]. The NSA and US Cybersecuri  and Infrastructure
Securi  Agency’s Trusted Internet Connections
initiative [5, 6, 7] also alignswith ZT principles.

Built-in support for zero trust architecture in 5G
The 3GPP5G standardsde nerelevantne ork
securi featuressupportingazerotrustapproachin
thethree domains:ne orkaccesssecuri ,ne ork
domainsecuri and service-based architecture
(SBA) domain securi

Seven tenets for zero trust architecture

The US National Institute of Standards and Technology has defined seven tenets for zero trust

architecture [3]:

T1. All data sources and computing services
are considered resources. Devices in a network
are heterogeneous and they all interact with the
network and software services.

T2. Allcommunication is secured regardless
of network location. Trust of a device based on
where it is located in a network is not enough.
All communication should be secure - that is,
confidentiality and integrity must be maintained.

T3. Access to individual [operator] resources is
granted on a per-session basis. Trust of devices
and services is evaluated prior to granting access.
Access is ephemeral and only the minimal set of
privileges required are granted for the session.

T4. Access to resources is determined by
dynamic policy — including the observable
state of client identity, application/service,
and the requesting asset — and may include
other behavioral and environmental attributes.
Clients accessing resources are granted access
and permissions based on the client’s ascertained
state and access rules defined in policies.

T5. The [operator] monitors and measures
the integrity and security posture of all owned
and associated assets. Trust nothing, verify
everything. When a request to access a resource
appears, the asset is evaluated. The evaluation
of assets is continuous, so as to have an accurate
assessment of the threat landscape and risks.

T6. All resource authentication and
authorization are dynamic and strictly enforced
before access is allowed. Authentication

and authorization are always required before
accessing any resource for a limited time period
and this is continual - that is, reauthentication and
reauthorization occurs throughout all transactions
where required.

T7. The [operator] collects as much information
as possible about the current state of assets,
network infrastructure and communications
and uses it to improve its security posture.
Collected data provide context and insights about
where security improvements are needed, such

as evaluating access requests, optimizing policy
creation and enforcement.
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Thene orkaccesssecuri featuresprovide
userswith secure access to services through the
device (mobile phone or connected loT device) and
protectagainst attacks ontheair interfacebe een
the device and the radio node.

Ne orkdomainsecuri includesfeaturesthat
enable nodes to securely exchange signaling data
and user data, forexample,be eenradioand core
ne orkfunctions (NFs)][8].

The 5G SBA is built on web technology and web
protocolstoenable exible and scalable deployments
using virtualization and container technologies and
cloud-based processing platforms. SBA domain
securi speci esthe mechanism for secure
communicationbe een NFswithinthe serving
ne orkdomainandwithotherne orkdomains.

Key 5G security features that enable zero trust
architecture

Inour assessment, there are four key securi
features in 5G that are of mostsigni cance interms
of enabling zero trustarchitectures: secure digital
identities, secure transport, policy frameworks and
securi monitoring.

Secure digital identities
Identities are the new perimeter todefend inZT
securi ,astheyarethe primary factor that
determines whether access to resources isgranted.
Secure digital identities consistof o parts. The
rstpartistheidenti er(username, fullyquali ed
domain name, serial number) that uniquely identi es
asubjector resource. The second partisthe
credential (password, private key, token) thatis
secretdatausedtoveri theauthentici ofthe
subject or resource. The use of secure digital

identities must be complemented with processes
and technologies that enable the secure
management of identities and credentials.

In5G, eachand every subject (subscriber or
gNodeB, for example) and resource (suchasan SBA
NF)isuniquelyidenti able. Secure digital identities
play afundamental role in building trustand
securing communicationbe een entities across
securi - domains. Examples include the digital
identi inSIM cards used to authenticate
subscribersandne  ork access control, digital
identities based on X.509 certi cates used for
mutual authenticationofne orkdevicesand NFs,
and management user identities for management
access control. Secure digital identities enable the
creation ofaninventoryofne orkassetsandare
critical to enabling the authentication of subjectsand
resourcestosatis NIST tenets T2, T3, T4and T6.

Con denceinthetrus orthinessofanidenti is
determined by theabili toauthenticate the
assertedidenti andtheabili toascertainthe
integri  of the device being authenticated. The
abili tosecurely provision, store, access, use, renew
and revoke credentialsimpactstrus  orthiness.

Identi life cycle managementis more
challenging for virtualne  ork functions (VNFs)
thanitisforne orkappliances. Firstly, the dynamic
nature of virtualized deployments—where NFs are
instantiated and removed depending on demand —
requires secure provisioning, removal and
revocation of digital identities in multi-tenant
environments. Secondly, consistent exposure and
availabili  of secure hardware across cloud
platforms is needed for secure storage and limited
access to key material. Secure hardware is used to
protectagainstthe and misuse of secrets,
particularly in multi-tenant environments. Further
developmentand maturi  in cloud deploymentswill
be required to protect digital identities and attest the
systemintegri in5Gne orks.

Secure transport

The T2 requirement that all communications must
be secured isaligned with 3GPP 5G standards that
are developed under the presumption of open
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ne orksinwhichalllinks could be intercepted.
Industry-standard mechanisms are used to secure
the communication of user and signaling data across
3GPP interfaces.

Databe eentheuserequipmentand the radio
base station is secured with cryptographic
algorithms, providingcon dentiali and integri
protection. Additional improvements are introduced
in 5G with the Subscription Concealed Identi er
(SUCI) to further enhance protection of subscriber
privacy against conventional attacks such as passive
eavesdropping or active probing of permanentand
temporaryidenti ers.

Communicationintransportne orks,and
be eenNFsandinterconnectne orks,issecured
with industry-standard securi  protocolssuchas
(D)TLS 1.2and 1.3, IPsec,and MACsec, all of which
support mutual authentication.

Policy frameworks

Therelationshipsand interactionsbe  eenthe many
logical and physical entitiesin telecomne  orks must
be managed to ensure that resources are only
accessed by authorized subjects. Policies capture the
access rules and requirements to determine the
eligibili ofarequest. These policies are managed,
distributed and enforced by a policy framework [3, 9].
This enables the enforcement of micro-perimeters
with ne-grained access control based on roles,
credentials and environmental attributes.

presents the logical components of a
policy framework. The essential logical entities are
the policy decision point (PDP) and policy
enforcement point (PEP). To access the speci ¢
resource, a subject requests permission fromthe
PDP and provides the information needed to
perform authentication and authorization.

Policiesare createdtore ectanorganization’s
processes and acceptable level of risk as well as the
sensitivi ofthe targeted asset. A policy speci esthe
required level of protection for an object, privileges
of asubjectand environmental conditions that can
change the allowed behavior of the subject toward
the object.

The policy engine is part of the PDP. It runsatrust
evaluation algorithm to calculate a subject’s trust
score, which is used to determine whether the
subjectis allowed to access a resource. The trust
algorithm may only use information provided by the
subject or it may utilize additional metadata
(geographic location of the subject, historical
resource usage and behavior).

The PEP isacomponent that is responsible for
setting up a micro-perimeter to protectaresource.
Where possible, the PEP isintegrated into the
resource or placed as close as possible to it, and it
formsalogical demarcation pointbe eensecuri
zones. The PEP provides access control of
connectionsbe eenthe subjectand resource based
onaccess control decisions from the PDP.




Policy frameworks are employed in 3GPP-based
systems to manage accessto resourcesindi erent
securi domains. For example, to gain access to
the5Gne orkservices (T1), the user equipment
(UE) contactsan Accessand Mobili  Management
Function (AMF) that takes a PEP role. APDP
role can be represented by multiple NFs where
Uni ed Data Management (UDM) and the Policy
Control Function (PCF) may be highlighted,
among others.

The AMF transmits the UE’s access request to
the UDMto validate the UE’sidenti and trigger
authentication and authorization procedures to
establish asecure channel (T2, T6). The PCF feeds
the AMF withaccessand mobili  policies that may
a ectUEauthorizationtoaccess5Gne ork
resources due to, for example, mobili - restrictions
(T4)[10,11,12,13].

Another example describes how ZT principles
applyin5G SBA. Inreference to T1, the SBA
identi es NF service consumersand NF service
producers. Communicationsecuri be eencore
NFshasimprovedsigni cantly incomparison with
previous generations of mobilene  orks. SBA
securi speci cation requires the performance of
Transport Layer Securi  (TLS) based mutual
authentication and OAuth 2.0 token-based
authorization for any NF that wants to communicate
withanother NF (T2, T6). Thene orkrepository
function (NRF) takes the role of authorization
server, which makes the NRF act as the PDP.

The introduction of the service communication
proxy (SCP) allows indirect communication
be eenNFs.The SCP cantake the role of the PEP
and provide access control functionali by
requesting authorization decisions from the NRF.

This makesit possible to implement the zero trust
model inthe 5G Core, where an NF service
consumer (subject) requests accesstoan NF service
producer (resource) through the SCP (PEP),and
the NRF (PDP) grants or denies access [10, 13, 14].
With regard to T4, to support decision-making
about requested access to resources, the NRF can
store additional information, de ning the actions
allowed for an NF service consumertospeci ¢NF
producers[13].

Security monitoring

Securi monitoring supports the detection of
threatsand measuring the securi - posture of

ne orkassetsand compliance with securi

policies. Monitoring and evaluation of subjects,
resources compliance, trus  orthinessand state are
important when deciding whether to permit access
to resources.

The European Telecommunications Standards
Institute (ETSI)de nessecuri andtrustguidance
for NFs[15]. With guidelines emphasizing that
compliance and state measurements must be
continually monitoredtoe ectively evaluate the
level of trust of an NF, ETSI's guidance adheres with
the principles of zero trust design.

Inlinewith T3and T4, the securi posture ofthe
requestingenti must be evaluated by dynamic
access control policies before accessis granted to the
requested resource. Additionally, tosatis  T5,all
owned assetsinatelecomne orkshould be
monitored and their securi  posture should be
evaluated continuously. These assets include, butare
not limited to, devices accessingthene  ork, RAN
NFs, core NFs and management functions.

Therearedi erentwaystoimplementatrust
evaluation algorithm. Identi ingwhich trust
algorithm implementation toadopt dependson o
characteristics:

How different parameters are evaluated (as
binary decisions or as weighted parts of a whole
score or confidence level)

How requests are evaluated in relation to other
historical requests by the same subject.
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Figure 2 NF trust evaluation

Parameters can be evaluated either based on
criteriaor score [3]. Score-based evaluation
computesacon dence level based on values from
every datasource, recognizing that there may be
various levelsof trustbe eendi erentsubjects.
Criteria-based evaluation relies on a set of statically
con gured attributes that must be met before access
isgranted toaresource or an action isallowed.
Moreover, requests can be evaluated either
singularly or contextually. Singular evaluation treats
each request individually, which risks that an attack
cango undetected. Unlike singular evaluations,
contextual evaluation takes the subject’s history into
consideration when evaluating access requests.

The implementation of a trust evaluation
algorithm that combines contextual, score-based
characteristics would make it possibletoo er
dynamic and granular access control, since the score
providesacon dence level for the requesting
accountand adapts to changing factors more quickly
thanstatic policies.
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With respect to T7, there are multiple parameters
[15] that can be taken into consideration for
evaluating trust that are relevant for telecom
ne orks. Examplesinclude geographical location,
NF location,so ware capabilities (such as patch
level, so ware versions), execution history ofan
instance,con guration compliance and the
appropriate use of encryption techniques.

Future telecomne orksshould notonly
consider how to handle trustin subjects, butalso
trustin resources— particularly in multi-vendor
deployments or in cloud where services are
provided by athird par .

Figure 2 illustrates how each NF instance may
havedi erenttrustscoresbased parameterssuch as
ontheircurrentcon gured state, image versionand
compliance level. The trust evaluation algorithmin
Figure 2 assignsscoresinthreedi erentrangesona
scale of 0-100: low con dence (<50), medium
con dence (51-79) and highcon dence (>=80).
Based on the evaluation at a certain pointin time,
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ascore is provided to the NF. If the score falls below
acertain threshold, further actions should be taken,
suchasterminating the NF and replacingiit.

Nextsteps
Telecommunications standards have already
evolved the telecom securi  model by adopting ZT

principlesthat betterre ectthesecuri reali

facing CSPs. While the latest standards provide
improved management of securi  risks for robust
andreliablene orksandservices,aCSP’sabili to
fully implement a zero trust architecture will also
depend on additional technologies, prioritizations
and processes.

Consequently the journey towards zero trust will
be gradual with methodical decisions on when,
where and how to deploy new securi  technologies
and processes. One of the  rstimportant decisionsa
CSP needs to make iswhether the transition should
include existing infrastructure and, if so, how to
include itwith minimal operational and securi  risk.
For example, traditional controls should not be
decommissioned until careful evaluation and testing
ofthenewsecuri  controls has been completed.

The gradual introduction of zero trust principles,
process changes and technology solutions should be
driven by risk-based decisions about when and
where a CSP wantsto invest in modernizing its
technologies and business processes. Future
challenges include the need to manage the risks of
both the infrastructure that has migrated to ZTA
and the infrastructure that has not.

Asuccessful implementation of ZT builds on the
foundationofe ective informationsecuri and
resiliency practices. While aZTA can help focus
securi e orts,itisnotbyitselfsu cienttorealizea

secure architecture. Rather,aZTAservesasa
cornerstone of a holistic active defense strategy for
managing risk, complementing established state-of-
the-artinformationsecuri practices.

Today’s concept of zero trust, which focuses on
ne orksecuri ,willneedtoevolveintheyears
ahead. It will need to expand to tackle the issue of
how to address vertical trust from the application,
the execution environmentand device hardware in
cloud environments. This includes measuring the
systemwhen instantiatingne ork functionsand
determiningtheintegri andoriginofso ware.

Additionally,con dential computing technologies
toprotectso ware and datawill be critical to protect
sensitive assets in shared and distributed
environments. Hardware rooted securi  willbe
essential to establishaveri able chain of trust from
the hardware to the applications that runonit, as
well as protecting datain transit, at restand in use, to
addressthe risks introduced by hardware and
so ware disaggregation and multivendor
deployments.

All of these various technical challenges require
further research, development and standardization
tofully realize the potential of ZTA for the telecom
industry.

Conclusion
The transition toward zero trust represents amajor
step change for the telecom industry. Ericsson is
committed to delivering solutions that enable
communication service providers (CSPs) to make
that transition as smooth as possible. Fortunately,
the new requirementsand functionali  introduced
inthe5G speci cations are already aligned with
many of the zero trust tenets. Itis already evident,
however, that further technology development,
standardization and implementation are needed in
areassuch as policy frameworks, securi - monitoring
and trust evaluation to support the adoption of zero
trustarchitecture in new telecom environments that
are distributed, open, multi-vendor and/or
virtualized.

While various technologies can support
organizations in adhering to the guiding principles of
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zerotrustas part of their total active defense 66 TECHNOLOGY

strategy, it isimportant to remember that technology

alonewillneverbesu cientto realize the full ALONE WILL NEVER BE
potential of zero trust. Successful implementation of SUFFICIENT TO REALIZE

ane orkbasedonzerotrustprinciples requiresthe

concurrentimplementation of information securi THE FULL POTENTIAL OF
processes, policies and best practices, aswell as the ZERO TRUST 99

presence of knowledgeable securi  sta .Regardless
of wherea CSP isin its transition toward a zero trust
architecture, the three pillars of people, processes
and technology will continue to be the foundation of
arobustsecuri architecture.

Terms and abbreviations

AMF - Access and Mobility Management Function | CSP - Communication Service Provider | CU-UP —
Central Unit User Plane | DU - Distributed Unit | ETSI - European Telecommunications Standards Institute |
NF - Network Function | NIST - National Institute of Standards and Technology | NRF — Network Repository
Function | PCF - Policy Control Function | PDP - Policy Decision Point | PEP — Policy Enforcement Point |
RU - Radio Unit | SBA —Service-Based Architecture | SCP - Service Communication Proxy | SMF - Session
Management Function | SUCI - Subscription Concealed Identifier | TLS — Transport Layer Security | UDM -
Unified Data Management | UE — User Equipment | UPF - User Plane Function | VNF - Virtual Network
Function | ZT - Zero Trust | ZTA - Zero Trust Architecture

Further reading

Ericsson, 3GPP 5G security overview, available at:
https://www.ericsson.com/en/blog/2019/7/3gpp-59-security-overview

Ericsson white paper, Building trustworthiness into future mobile networks, available at: https://www.
ericsson.com/en/reports-and-papers/white-papers/building-trustworthiness-into-future-mobile-networks

Ericsson, Future network security, available at:
https.//www.ericsson.com/en/future-technologies/future-network-security

Ericsson, Security, available at: https://www.ericsson.com/en/security
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