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Software-defined 
networking: the service 
provider perspective
An architecture based on SDN techniques gives operators greater freedom 
to balance operational and business parameters, such as network resilience, 
service performance and QoE against opex and capex. 

every year1. One of the root causes of 
network complexity lies in the tradi-
tional way technology has developed. 
The design of network elements, such 
as routers and switches, has tradition-
ally been closed; they tend to have their 
own management systems with verti-
cally integrated forwarding and control 
components, and often use proprietary 
interfaces and features. The goal of 
network management is, however, to 
ensure that the entire network behaves 
as desired – an objective that is much 
more important than the capabilities 
of any single network element. In fact, 
implementing end-to-end networking 
is an important mission for most opera-
tors, and having to configure individu-
al network elements simply creates an 
unwanted overhead. 

Network-wide programmability – the 
capability to change the behavior of the 
network as a whole – greatly simplifies 
the management of networks. And the 
purpose of SDN is exactly that: to be able 
to modify the behavior of entire net-
works in a controlled manner. 

The tradition of slow innovation in 
networking needs to be broken if net-
works are to meet the increased demand 
for transport and processing capaci-
ty. By integrating recent technological 
advances and introducing network-
wide abstractions, SDN does just that. 
It is an evolutionary step in networking. 

Telephony has undergone similar 
architectural transitions in the past. 
One such evolution took place when a 
clear separation between the functions 

Ericsson’s approach to SDN goes beyond 
the data center addressing issues in the 
service-provider environment. In short 
Ericsson’s approach is Service Provider 
SDN. The concept aims to extend virtu-
alization and OpenFlow – an emerging 
protocol for communication between 
the control and data planes in an SDN 
architecture – with three additional key 
enablers: integrated network control; 
orchestrated network and cloud man-
agement; and service exposure.

There is no denying that networks 
are becoming increasingly complex. 
More and more functionality is being 
integrated into each network element, 
and more and more network elements 
are needed to support evolving service 
requirements – especially to support ris-
ing capacity needs, which are doubling 
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The traditional way of describing 
network architecture and how a 
network behaves is through the 
fixed designs and behaviors of its 
various elements. The concept 
of software-defined networking 
(SDN) describes networks and 
how they behave in a more flexible 
way – through software tools that 
describe network elements in 
terms of programmable network 
states. 

The concept is based on split archi-
tecture, which separates forwarding 
functions from control functions. This 
decoupling removes some of the com-
plexity from network management, 
providing operators with greater flexi-
bility to make changes. 

 BOX A   Terms and abbreviations

API application programming interface
ARPU average revenue per user 
CLI command-line interface 
DPI deep packet inspection
GMPLS generalized multi-protocol  
 label switching 
L2 Layer 2
L3 Layer 3
L2-L4 Layers 2-4
M-MGW Mobile Media Gateway
MME Mobility Management Entity
MSC-S Mobile Switching Center Server
NAT Network Address Translation
NMS network management system

ONF Open Networking Foundation 
OSS/BSS operations and business support  
 systems
PE provider edge device
PGW Packet Data Network Gateway
RG residential gateway   
RWA routing and wavelength  
 assignment 
SDN	 software-defined	networking
SGW Service Gateway
SLA Service Level Agreement
VHG virtual home gateway 
VoIP voice over IP
WAN wide area network
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of the data plane (including SGW, PGW 
and M-MGW) and the control plane 
(including MME and MSC-S) was intro-
duced. Now SDN has brought the con-
cept of split architecture to networking. 

As the business case proves, over the 
next two to five years, SDN technology 
will be deployed in networks worldwide. 
At the same time, the need to maintain 
traditional operational principles and 
ensure interoperability between SDN 
and more traditional networking com-
ponents will remain. In the future, 
SDN will help operators to manage 
scale, reduce costs and create  additional 
 revenue streams. 

Standardization
The goal of the Open Networking 
Foundation (ONF), which was estab-
lished in 2011, is to expedite the stan-
dardization of the key SDN interfaces. 
Today, the work being conducted by 
ONF focuses on the continued evolu-
tion of the OpenFlow protocol. ONF has 
recently established the Architecture 
and Framework Working Group, whose 
goal is to specify the overall architec-
ture of SDN. The work carried out by 
this group will guide future standard-
ization efforts based on strategic use cas-
es, requirements for data centers and 
carrier networks, the main interfac-
es, and their roles in the architecture. 
Ericsson is actively driving the work of 
this group, cooperating with other orga-
nizations to promote the evolution of 
OpenFlow and support an open-source 
implementation of the most recent 
specifications. 

Other standardization organizations, 
most notably the IETF, have recently 
begun to extend their specifications 
to support SDN principles. In IETF, the 
Interface to the Routing System (i2rs) 
WG and the recent activity of the Path 
Computation Element (PCE) WG will 
result in standardized ways to improve 
flexibility in changing how IP/MPLS net-
works behave. This is achieved through 
the introduction of new interfaces to 
distributed protocols running in the 
network, and mechanisms to adapt net-
work behavior dynamically to applica-
tion requirements. 

In addition to standardization organi-
zations a multitude of active communi-
ties and open-source initiatives, such as 
OpenStack, are getting involved in the 

specification of various SDN tools, work-
ing on maturing the networking aspect 
of virtualization. 

Architectural vision
Split architecture – the decoupling of 
control functions from the physical 
devices they govern – is fundamental to 
the concept of SDN. In split-architecture 
networks, the process of forwarding in 
the data plane is separated from the con-
troller that governs forwarding in the 
control plane. In this way, data-plane 
and control-plane functions can be 
designed, dimensioned and optimized 
separately, allowing capabilities from 
the underlying hardware to be exposed 
independently. 

This ability to separate control and 
forwarding simplifies the development 
and deployment of new mechanisms, 
and network behavior becomes easi-
er to manage, reprogram and extend. 
Deploying a split architecture, howev-
er, does not remove the need for high-
availability software and hardware 
components, as networks continue to 
meet stringent carrier requirements. 
However, the decoupling approach to 
architecture will help rationalize the 
network, making it easier to intro-
duce new functions and capabilities. 
The ultimate goal of the SDN architec-
ture is to allow services and applica-
tions to issue requests to the network 

dynamically, avoiding or reducing the 
need for human intervention to create 
new services. This, compared to today’s 
practices, will reduce the time to market 
of  new services and applications.

The OpenFlow protocol2 is support-
ing the separation of data and control 
planes and allowing the path of pack-
ets through the network to be software 
determined. This protocol provides a 
simple abstraction view of networking 
equipment to the control layer. Split 
architecture makes virtualization of 
networking resources easier, and the 
control plane can provide virtual views 
of the network for different applications 
and tenants. 

Ericsson has worked together with 
service providers to understand their 
needs for SDN both in terms of reduc-
ing costs and creating new revenue 
opportunities. Based on these discus-
sions, Ericsson has expanded the indus-
try definition of SDN and customized it 
to fit the needs of operators. 

Ericsson’s hybrid approach – Service 
Provider SDN – extends industry def-
initions including virtualization and 
OpenFlow with three additional key 
enablers: 

integrated network control;
orchestrated network and cloud 
management; and
service exposure.

Service exposure

Northbound APIs to allow networks to respond
dynamically to application/service requirements

Integrated network control

Control of entire network from radio to edge to
core to data center for superior performance

Orchestrated network and cloud management

Unified legacy and advanced network, cloud 
management system and OSS/BSS to implement
SDN in step-by-step upgrade

Service provider needs:

Service Provider
SDN

• Accelerated service
 innovation
• Advanced public/hybrid
 enterprise and consumer
 cloud services
• Improved QoE
• Opex reduction through
 centralized management
• Capex control

 FIGURE 1    Service Provider SDN – components and promise
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into this unified orchestration layer pro-
vides the necessary support for applica-
tions and tenants to trigger automatic 
changes in the network, ensuring opti-
mal QoS and guaranteeing SLAs. 

 Unified and centralized orchestra-
tion platforms greatly simplify the pro-
cess of configuring, provisioning and 
managing complex service networks. 
Instead of having to tweak hundreds of 
distributed control nodes using fairly 
complex CLI programming, operations 
staff can use simple intuitive program-
ming interfaces to quickly adjust net-
work configurations and create new 
services. By accelerating the process 
of service innovation, Service Provider 
SDN will lead to increased market share 
and service ARPU, creating significant 
revenue growth and possibly reducing 
annual churn rates.

A high-level network architecture 
that supports the Service Provider SDN 
vision is illustrated in Figure 2. Service-
provider networks will combine distrib-
uted control plane nodes (traditional 
routers and appliances), and data-plane 
elements that are governed by central-
ized elements – SDN controllers – in the 
control plane. Consequently, to make 
service-provider networks programma-
ble, distributed and centralized control-
plane components must be exposed to a 
unified orchestration platform. In addi-
tion, the key elements of the orches-
tration platform and the control plane 
need to be exposed to network and sub-
scriber applications/services.

 Application examples
The major use cases or applications of 

SDN in service-provider networks are 
summarized in Figure 3. Of these appli-
cations, the data center was the first to 
make use of SDN. Ericsson’s approach to 
this is described in several articles pub-
lished in Ericsson Business Review3 and 
in Ericsson Review4,5. 

SDN can be applied in the aggrega-
tion network to support sophisticated 
virtualization and to simplify the con-
figuration and operation of this net-
work segment. Ericsson has developed 
a proof-of-concept system in coopera-
tion with Tier 1 operators to evaluate the 
applicability of SDN to aggregation net-
works. This work has been carried out 
as part of the European Commission’s 
Seventh Framework Programme6. 

Integrated network control
Service providers will use SDN across 
the network from access, to edge to core 
and all the way into the data center. 
With integrated network control, oper-
ators can use their network features, 
including QoS, edge functions and real- 
time activity indicators to deliver supe-
rior user experience. 

Orchestrated network  
and cloud management
Service Provider SDN will integrate and 
unify legacy network management sys-
tems with new control systems as well 
as with OSS/BSS. The platform for inte-
grated orchestration supports end-to-
end network solutions ranging from 
access over aggregation to edge func-
tions as well as the data centers used to 
deliver telco and enterprise applications 
and services.

Service exposure
Northbound APIs expose the orches-
tration platform to key network and 
subscriber applications and services. 
Together, the APIs and platforms allow 
application developers to maximize 
network capabilities without requiring 
intimate knowledge of their topology 
or functions.

By expanding the perspective of SDN 
to include these three elements, ser-
vice providers can evolve their exist-
ing network to the new architecture to 
improve the experience of their custom-
ers. Implementing Service Provider SDN 
should remove the dumb pipe label giv-
ing operators an advantage over com-
petitors that do not own networks.

Network virtualization
One of the benefits of Service Provider 
SDN, especially from a network- 
spanning perspective is network vir-
tualization. Through virtualization, 
logical abstractions of a network can 
be exposed instead of a direct repre-
sentation of the physical network. 
Virtualization allows logical topologies 
to be created, as well as providing a way 
to abstract hardware and software com-
ponents from the underlying network 
elements, thereby separating control 
from forwarding capabilities and sup-
porting the centralization of control.

Unified orchestration platforms sup-
port network programming at the high-
est layer as programming instructions 
flow through the control hierarchy – 
potentially all the way down to granular 
changes in flow paths at the forwarding 
plane level. Adding northbound APIs 

Application

Control

Forwarding

Application

Control

Forwarding

(v) Control plane

APIs
(such as OpenFlow)

Tenants

SDN controller

Forwarding Forwarding

Integrated
systems

Routers Physical

Forwarding elements

Ericsson NMS and cloud management system

Virtual

Software

Hardware

Application

 FIGURE 2   Service Provider SDN – architectural vision

4

E R I C S S O N  R E V I E W   •  FEB RUARY 2 1, 2013

New network abstraction layers 



Ericsson and Telstra have jointly devel-
oped a service-chaining prototype that 
leverages SDN technologies to enhance 
granularity and dynamicity of service 
creation. It also highlights how SDN 
can simplify network provisioning and 
improve resource utilization efficiency.

Packet-optical integration is a popular 
topic of debate, out of which several dif-
ferent approaches are emerging. Split 
architecture provides a simple way to 
coordinate packet and optical network-
ing; and so SDN, enhanced with features 
such as routing and wavelength assign-
ment (RWA) and optical impairments 
management will be a natural fit for 
packet-optical integration. 

Ericsson has started to develop solu-
tions to virtualize the home gateway. 
Virtualization reduces the complexity 
of the home gateway by moving most 
of the sophisticated functions into the 
network and, as a result, operators can 
prolong the home gateway refreshment 
cycle, cut maintenance costs and accel-
erate time to market for new services. 

Virtualization of aggregation networks
The characteristics shared by aggrega-
tion and mobile-backhaul networks are 
a large number of nodes and relative-
ly static tunnels – that provide traffic 
grooming for many flows. These net-
works are also known for their stringent 
requirements with regard to reliabil-
ity and short recovery times. Besides 
L2 technologies IP and IP/MPLS is mak-
ing an entrance as a generic backhaul 
solution. From an operational point of 
view, despite the availability of the dis-
tributed control plane technology, this 
network segment is usually configured 
statically through a centralized man-
agement system, with a point of touch 
to every network element. This makes 
the introduction of a centralized SDN 
controller straightforward for backhaul 
solutions.

A control element hosted on a telecom- 
grade server platform or on an edge 
router provides the operator with an 
interface that has the same look and 
feel as a single traditional router. The 
difference between operating an aggre-
gation SDN network and a traditional 
network lies in the number of touch 
points required to provision and oper-
ate the domain. In the case of SDN, 
only a few points are needed to control 

the connectivity for the entire net-
work. Consider, for example, an access/ 
aggregation domain with hundreds or 
even thousands of nodes running dis-
tributed IGP routing protocols and the 
Label Distribution Protocol (LDP) to con-
figure MPLS forwarding. In this case, 
SDN principles can be applied to simpli-
fy and increase the scalability of provi-
sioning and operating of such a network 
by pulling together the configuration  
of the whole network into just a few  
control points.

The control element treats the under-
lying forwarding elements as remote 
line cards of the same system and, more 
specifically, controls their flow entries 
through the OpenFlow protocol. With 
this approach, any kind of connectivi-
ty model is feasible regardless of wheth-
er the forwarding node is L2 or L3 as, 
from a pure forwarding point of view, 
the same model is used in both flows. 
At the same time, network resilience at 
the transport level can be implement-
ed by adding protection mechanisms 
to the data path. The SDN controller 
can pre-compute and pre-install back-
up routes and then protection switch-
ing is handled by the network elements 
for fast failover. Alternatively, the SDN 
controller can reroute around failures, 

in case multiple failures occur, or in sce-
narios that have less stringent recovery 
requirements. 

From the outside, the entire network 
segment appears to be one big PE rout-
er and, for this reason, neighboring net-
work elements of the SDN-controlled 
area cannot tell the difference (from a 
protocol point of view) between it and a 
traditional network. The network con-
troller handles the interfacing process 
with legacy systems for connection set-
up. Additional information on this point 
can be found in a presentation on the 
Virtual Network System7.

Dynamic service-chaining
For inline services, such as DPI, firewalls 
(FWs), and Network Address Translation 
(NAT), operators use different middle-
boxes or appliances to manage subscrib-
er traffic. Inline services can be hosted 
on dedicated physical hardware, or on 
virtual machines. Service chaining is 
required to route certain subscriber 
traffic through more than one such ser-
vice. There are still no protocols or tools 
available for operators to perform flex-
ible, dynamic traffic steering. Solutions 
currently available are either static or 
their flexibility is significantly limited 
by scalability inefficiencies.  

Virtualization of
aggregation network

Virtual home
gateway

Policy-based
service chaining

Packet and optical
integration

Network support
for cloud

Cloud/data
centerMobile

Residental

Business

 FIGURE 3  Application examples
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Given the rate of traffic growth, con-
tinued investment in capacity for inline 
services needs to be managed careful-
ly. Dynamic service-chaining can opti-
mize the use of extensive high-touch 
services by selectively steering traffic 
through specific services or bypassing 
them completely which, in turn, can 
result in capex savings owing to the 
avoidance of over-dimensioning. 

Greater control over traffic and 
the use of subscriber-based selection 
of inline services can lead to the cre-
ation of new offerings and new ways to 
monetize networks. Dynamic service 
steering enables operators to offer sub-
scribers access to products such as virus 
scanning, firewalls and content filters 
through an automatic selection and sub-
scribe portal.

This concept of dynamic service 
chaining is built on SDN principles. 
Ericsson’s proof-of-concept system uses 
a logically centralized OpenFlow-based 
controller to manage both switches and 
middleboxes. As well as the traditional 
5-tuple, service chains can be differen-
tiated on subscriber behavior, applica-
tion, and the required service. Service 
paths are unidirectional; that is, differ-
ent service paths can be specified for 
upstream and downstream traffic. 

Traffic steering has two phases. The 
first classifies incoming packets and 
assigns a service path to them based on 
predefined policies. Packets are then 

forwarded to the next service, based on 
the current position in their assigned 
service path. No repeating classifica-
tion is required; hence the solution is 
scalable. 

The SDN controller sets up and recon-
figures service chains flexibly to an 
extent that is not possible with today’s 
solutions. The dynamic reconfiguration 
of service chains needs a mechanism to 
handle notifications sent from middle-
boxes to the controller. For example, the 
DPI engine notifies the controller that 
it has recognized a video flow. These 
notifications may be communicated 
using the extensibility features of the 
OpenFlow 1.x protocol.

Figure 4 summarizes service- 
chaining principles. The Virtual 
Network System (VNS) is a domain of 
the network where the control plane is 
centralized which excludes some of the 
traditional control agents. A simple API, 
such as OpenFlow, can be used to con-
trol the forwarding functionality of the 
network, and the VNS can create north-
bound interfaces and APIs to support 
creation of new features, such as service 
chaining, which allows traffic flows to 
be steered dynamically through servic-
es or parts thereof by programming for-
warding elements. 

The services provided by the net-
work may reside on devices located in 
different parts of the network, as well 
as within an edge router – for example, 

on the service cards of Ericsson’s Smart 
Services Router (SSR). Service chains are 
programmed into the network based on 
a combination of information elements 
from the different layers (L2-L4 and pos-
sibly higher). Based on operator policies, 
various services can be applied to traffic 
flows in the network. 

For example, traffic may pass through 
DPI and FW functions, as illustrated by 
the red flow in Figure 4. However, once 
the type of the flow has been deter-
mined by the DPI function, the opera-
tor may decide to modify the services 
applied to it. For example, if the flow is 
an internet video stream, it may no lon-
ger need to pass the FW service, reduc-
ing load on it. Furthermore, after the 
service type has been detected, the sub-
sequent packets of the same flow may 
no longer need to pass the DPI service 
either; hence the path of the flow can be 
updated – as indicated by the blue flow 
in Figure 4.

Packet-optical integration
The increased programmability that   
SDN enables creates an opportunity to 
address the challenges presented by 
packet optical networking. SDN can 
simplify multi-layer coordination and 
optimize resource allocation at each lay-
er by redirecting traffic (such as VoIP, 
video and web) based on the specific 
requirements of the traffic and the best 
serving layer. 

Instead of a layered set of separated 
media coordinated in a static manner, 
SDN could transform the packet-optical 
infrastructure to be more fluid, with a 
unified recovery approach and an allo-
cation scheme based on real-time link 
utilization and traffic composition. 
The ONF still has some work to do to 
adapt OpenFlow to cope with optical 
constraints. 

To speed up packet-optical inte-
gration, a hybrid architecture can be 
deployed where OpenFlow drives the 
packet domain, and the optical domain 
remains under the control of GMPLS. 
This approach utilizes the extensive 
optical capabilities of GMPLS and, 
therefore, instead working to extend 
OpenFlow with optical capabilities, it 
allows us to focus on the actual integra-
tion of optical and packet domains and 
applications that utilize the flexibility of 
a unified SDN controller. 

 FIGURE 4    Service-chaining principles
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SDN
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Home gateway control
The concept of the virtual home gateway 
(VHG) introduces a new home-network 
architecture primarily driven by con-
sideration to improve service delivery 
and management. The target architec-
ture emerges by applying SDN capabil-
ities between the residential gateway 
(RG) and the edge network – moving 
most of the gateway’s functionalities 
into an embedded execution environ-
ment. Virtualizing the RG significant-
ly reduces its complexity and provides 
the operator with greater granularity 
in remote-control management, which 
can be extended to every home device 
and appliance. As a result, operators can 
reduce their investments significantly 
by prolonging the RG refreshment cycle, 
cutting maintenance costs and acceler-
ating time to market for new services.

The VHG concept allows operators to 
offer seamless and secure remote profile 
instantiation stretching the boundaries 
of a home network without compromis-
ing security. The concept provides the 
tools to configure and reconfigure mid-
dleboxes dynamically, so that commu-
nication between devices attached to 
different home networks can be estab-
lished, and/or provide specific connec-
tivity requirements for a third-party 
service provider – between, for exam-
ple, a utility company and a particular 
device. By embedding SDN capabilities, 
Ericsson’s concept enables operators to 
offer personalized applications to sub-
scribers each with its own specific chain 

of management policies and/or services.
The target architecture places an oper-
ator-controlled bridge at the custom-
er’s premises instead of a complex 
router, while the L3-L7 functionalities 
are migrated to the IP edge or into the 
operator cloud. Using SDN technology 
between the IP edge and the switch in 
this way offers the operator fine-grained 
control for dynamic configuration of 
the switch.

Conclusion
With its beginnings in data-center tech-
nology, SDN technology has developed 
to the point where it can offer signif-
icant opportunities to service provid-
ers. To maximize the potential benefits 
and deliver superior user experience, 
SDN needs to be implemented outside 
the sphere of the data center across the 
entire network. This can be achieved 
through enabling network programma-
bility based on open APIs. 

Service Provider SDN will help 
operators to scale networks and take 
advantage of new revenue- generating 
possibilities. The broader Service 
Provider SDN vision goes beyond lever-
aging split architecture to include sev-
eral software components that can be 
combined to create a powerful end-to-
end orchestration platform for WANs 
and distributed cloud data centers. Over 
time, this comprehensive software-
based orchestration platform will be 
able to treat the overall operator net-
work as a single programmable entity. 
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