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GSMA, the global industry organization for mobile network operators, in May 2021,released
the 5G Cybersecurity Knowledge Base. The purpose of this Cybersecurity Knowledge Base is
to help stakeholders manage risks in the 5G ecosystem. This release comes in the wake of a
number of publications in recent years related to 5G security in Europe, including but not
limited to the NIS directive, the EU Cybersecurity Act, the EU Coordinated Risk Assessment
of the Cybersecurity of 5G Networks, the ENISA Threat Landscape for 5G networks, the
Network Equipment Security Assurance Scheme (NESAS), the 5G Toolbox and others. And as
members of the GSMA are working on implementing all the different security requirements and
recommendations, the GSMA 5G Cybersecurity Knowledge Base has been built to serve as a
guide to help view these documents as a whole.

As depicted below in Fig. 1; 5G faces security challenges and opportunities brought by new
services, architectures, and technologies, as well as higher user privacy and protection
requirements. The industry needs to understand the requirements of diversified scenarios and
better define 5G security standards and technologies to address the associated risks. Hence, 5SG
cybersecurity is a shared responsibility that involves key stakeholders including MNOs,
interconnection providers, vendors, application developers, service providers and governments,
each with a clearly defined set of responsibilities which (when fully met) can enable the
deployment and operation of 5G systems in a secure manner.
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The GSMA believes 5G security risks can be addressed through the deployment of coordinated
and verifiable security measures based on common standards. The standards provide a solid
security foundation and they need to be continuously reviewed and updated to reflect the latest
security research and newly identified attack vectors. In addition, MNOs need to constantly
evaluate their individual risk and adjust their protections in accordance with the latest mitigation
measures and their specific needs.

Standardization of 5G security is important for many reasons. To ensure that the various
stakeholders are able to benefit from each other’s expertise, to create a common language for
communicating regarding risk management, and to help both small and large operators and
market achieve their desired level of security maturity. But standardization also serves another
valuable purpose — to limit the possibility of a security discussion getting obscured by political
agendas, and to ensure that the appropriate focus and perspective is kept on the actual threats
and the effective mitigation measures.

As shown in Fig.2 below; the industry as a whole has to work together to address new security
risks faced by 5G architectures, technologies, and services, and address potential security
challenges through unified 5G security standards, common 5G security concepts, and an agreed
5G security framework. During 2020, 111 companies (including their subsidiaries) from around
the world sent technical experts to six SA3 meetings for the development of 5G security
standards. The 3GPP SA3 Working Group has established 42 projects to analyze security threats
and risks in various 5G scenarios. Project conclusions are being drawn gradually and
implemented in security standards.
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Figure 14 - 5G Threat Landscape (Summary)
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5G is an evolution of 3G and 4G technology that will enable new kinds of services. For example,
ultra-reliable-low-latency communications (URLLC) will make self-driving cars possible, and
massive machine-type communications (mMTC) will underpin smart manufacturing. There is
no fundamental difference between 5G and 4G network architecture; the core networks and
radio access networks (RAN) are still separated. Moreover, 5G offers stronger guarantees
regarding privacy and security protection than either 3G or 4G.

3GPP 5G standards have inherited existing 4G security standards and improved upon these
standards. In terms of 5G, new security mechanisms and measures have been designed for cloud,
mobile edge computing (MEC), and network slicing.5G faces security challenges and
opportunities brought by new services, architectures, and technologies, as well as higher user
privacy and protection requirements. The industry needs to understand the requirements of
diversified scenarios and better define 5G security standards and technologies to address the
associated risks.
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2022-12-20 Page 5 of 23


https://www.3gpp.org/specifications-technologies/releases

GSMA Network Equipment Assurance Scheme (NESAS) defines security requirements and an
assessment framework for secure product Development and Product Lifecycle Processes, as
well as security test cases for the security evaluation of network equipment. NESAS is of value
to both operators and vendors, it is intended to be used alongside other mechanisms to ensure a
network is secure, in particular an appropriate set of security policies covering the whole
lifecycle of a network.
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https://www.gsma.com/security/network-equipment-security-assurance-scheme/

Cyber security assessment mechanisms shall follow globally accepted uniform standards to
ensure that their operations are cost-effective and sustainable for the ecosystem. NESAS jointly
defined by the GSMA and 3GPP is used to assess the security of mobile network equipment. It
provides an industry-wide security assurance framework to improve the security level across
the mobile industry. NESAS defines the security requirements and assessment framework for
security product development and lifecycle processes, and uses security test cases in the
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Security Assurance Specifications (SCAS) defined by 3GPP to assess the security of network
equipment. Figure 4 depicts both Vendor and Operator lifecycles, together with assigned
responsibilities and the scope of NESAS.
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https://www.gsma.com/security/wp-content/uploads/2022/10/FS.13-v2.2.pdf

The GSMA released NESAS 1.0 in October 2019, continued to evolve NESAS based on
industry requirements, released NESAS 2.0 in February 2021 Figure 4 depicts both Vendor and
Operator lifecycles, together with assigned responsibilities and the scope of NESAS.

Currently, the NESAS ecosystem has been established and together with. 3GPP has initiated
security evaluation of multiple 5G network equipment. Major equipment vendors and operators
are actively participating in the NESAS standard formulation. Mainstream equipment vendors
actively participated in NESAS evaluation, where Huawei's RAN and core network are the first
to pass its audit and security function tests. The world's top audit bodies and well-known testing
labs have been qualified for evaluation. Multiple tier-1 operators require that NESAS be
included in 5G bidding documents.
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Document History Date Published

Version 2.2 20 October 2022

Version 21 28 January 2022

Version 2.0 05 February 2021
AR A | | PRI

Version 1.0 07 October 2019

https://www.gsma.com/security/resources/fs-13-network-equipment-security-assurance-scheme-overview/

NESAS promotes security cooperation and mutual trust in the global mobile communications
industry, and enables operators, equipment vendors, and other stakeholders to jointly promote
5G security construction. It provides customized, authoritative, efficient, unified, open, and
constantly evolving cyber security assessment standards for the communications industry and
is a positive reference for stakeholders such as operators, equipment vendors, and government
regulators.

NESAS brings the following benefits to equipment vendors:

Provides accreditation from the world's leading mobile industry representative body
Delivers a world-class security review of security related processes
Offers a uniform approach to security audits

Avoids fragmentation and potentially conflicting security assurance requirements in
different markets

NESAS brings the following benefits to mobile operators:

Sets a rigorous security standard requiring a high level of vendor commitment

Offers peace of mind that vendors have implemented appropriate security measures and
practices

No need to spend money and time conducting individual vendor audits

NESAS brings the following benefits to regulators:

Developed by the mobile communications industry as a whole to prevent standards
fragmentation

Open; maintained by the industry; continuously evolving and enhanced

Cost-effective; innovative; low market entry barrier; driving security benefits
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Audit &Test

10 global tier-1 carriers
request NESAS before
deployment (5 in EU).

All the 4 major vendors
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evaluation.
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and 6 security test Labs
are authorized

With the promotion of
Germany BSI, NESAS is widely
recognized by ECCG as the
basic assurance level for EU
5G CSA.

T —

Compilation from https://www.gsma.com/security/network-equipment-security-assurance-scheme/

Courtesy from Huawei Technologies

For 5G network, NESAS provides the right kind of standards: customized, authoritative, global,
efficient, unified, open, and constantly evolving. So far, a four-in-one (Vendors, audit
institutions and Labs, regulator) ecosystem has been formed.The industry is supposed to work

together to make positive contributions to the sustainable development of the global unified
security assesment for 5G.
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Introduction of GSMA 5G Cyber Security Knowledge Base

As Mobile Network Operators (MNOs) around the globe introduce and launch 5G systems,
communications networks will face new security threats and challenges. Understanding,
mapping and mitigating these existing and upcoming security threats in an objective, speedy
and effective manner has become essential. To help operators and others in the 5G ecosystem,
the GSMA has conducted a comprehensive threat analysis involving industry experts from
across the eco-system including MNOs, vendors, service providers, and regulators, as well as
collecting input from public sources such as 3GPP, ENISA and NIST, and mapped these threats
to appropriate and effective security controls.

GSMA has collated this analysis into a 5G Cybersecurity Knowledge Base (5G CKB) to
provide useful guidance on a range of 5G security risks and mitigation measures. The 5G
Cybersecurity Knowledge Base is an industry effort that composes a comprehensive threat
landscape designed to help key stakeholders (such as MNOs, equipment vendors, regulators,
application developers and service providers) understand the security threats posed by 5G
networks in a systematic and objective fashion. It provides essential insights for the
stakeholders’ risk management strategy as well as guidance covering best practices and risk
mitigation measures.

5G Cybersecurity Knowledge Base facilitates and encourages collaboration to protect networks
and services against disruption and unauthorized access as well as the prevention and mitigation
of risks.5G CKB will help to enhance 5G security competencies and capabilities and will
strengthen the work of carriers, enterprises, oversight agencies and regulators. At an operational
level, 5G CKB offers clear instructions for taking step-by-step actions to build security
assurance while considering the entire risk spectrum of 5G end-to-end networks.5G CKB serves
as a bridge between the requirements of operators' supervision compliance, security resilience
improvement, and enabling 5G application security and the construction of 5G network
planning, maintenance, and operation security capabilities.
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The NESAS provides security for 5G NE devices, and the 5G security
knowledge base provides security for carrier network planning, construction, maintenance,
optimization, and operation.

Operators can use the 5G security knowledge base as an important reference
and basis to improve 5G security assurance.

base.

Operators can cooperate with equipment vendors, application
providers, and regulatory agencies to comply with security requirements set by the knowledge

Operators can implement security control measures in the knowledge
base and make assessment based on the GSMA security maturity model.

Comprehensive and structured threat analysis for mobile networks
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https://www.gsma.com/security/5g-cybersecurity-knowledge-base/

vendors, service providers, customers, government, developers. or the Take an example of
scenario Ceore-T1: DoS Attack against Core Network, in the 5G Cybersecurity knowledge base
we can see the Mitigation Measures, it- recommended three stakeholders were involved and
each stakeholder with a clearly defined set of responsibilities to enable the deployment and
operation of 5G systems in a secure manner.F5G cybersecurity is a shared responsibility that
involves key stakeholders including MNOs,
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GSMA CKB responsibility sharing model Mitigation measures recommended to stakeholders

CORE-T1: Do$ Attack against Core Network

Service Ensure the security of apps and monitor application server
) behaviours to prevent hackers from controlling the apps to
Provider start DDoS attacks

Request NESAS compliance to ensure equipment has a
owmr baseline level of security prior to equipment delivery.
(FS.31BC- | Depioy anti-DDoS devices between gNodeBs and the core
014, RI-001, | network, and between the core network and the Internet
NO-007, NO- | Deploy security edge protection proxies (SEPPs) and

Mitigation
Measures | 012, NO-013, signalling firewalls on the control plane of the core network to
NO-015 NO- fiter out attack signalling packets from roaming networks.
016) Enable flow control and DDoS attack pattemn packet fitering
From GSMA weosite CKB landing page mechanisms within core network devices.
GSMA CKB points out that 5G cybersecurity is a shared responsibility that Provide flow control and DDoS altack patiem packet fillening
mechanisms within core network devices and/or anti-DDoS
inuolyes key stakshaldars | Memdor Hevices
¥ Application Security main responsibility of application developers and service providers ﬁp;:i:’;‘t::nﬁ:: g"ﬁmﬁ: :]:gﬁzﬁ;z;ﬂ::ﬁm b
v—Network Security commonly managed, controlled and operated by the MNG, but some .
elements-might also'be outsourced to specialized service providers References Reuters Staff “Vodafone hit by three-hour mobile network outage in

Germany” Reuters. 23 Nov 2020. IGPP 33.821

¥ Product Security main responsibility-of vendors

Fig. 9 — 5G cybersecurity shared responsibility and layered model and clear defined migration measures

https://www.gsma.com/security/5g-cybersecurity-knowledge-base/

o For the Service Provider, vertical industry application security requires multi-
party collaboration, to ensure 5G application end-to-end security, not only
depending on operators’ network security.

e For operators, Network security and O&M security are the responsibilities of
operators. Operators plan, design, and deploy devices and security capabilities
provided by vendors on the entire network.

e For vendor, network element security is mainly the responsibility of the product
provider. It focuses on the compliance of the vendor, the Secure Development
Lifecycle (SDL), and the security anti-attack capability of the product.

5G Cybersecurity Knowledge Base defines security control baselines for mobile network
reference implementation, which are classified into Technological controls and Business controls.
Operators using these controls can compare the listed controls with their deployed internal
security controls, identify and assess potential gaps, and then respond to outstanding gaps within
their organization.
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Technological Controls
User Equipment and Mobile Equipment Controls
(e)UICC Management Controls
b otn --------------------- Internet of Things Confrols
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Core Network Management Controls
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1 Business BC-007 Secure Software Development Life Cycle
H Controls SDLC) implemented
Corporate Security BC-008 |Businass Continuity Management (BCM)
Physical security controls (ISMS such as
BC-009 cameras)

BC-010 |Procurement controls
BC-011 jOutsourcing controls
BC-012 [Decommissioning of equipment

https://www.gsma.com/security/5g-cybersecurity-knowledge-base/

3.1

The industry collaborated to make positive contributions to the sustainable development of the
global unified security assessment for 5G.In global, 3GPP 5G has officially become the ITU
IMT-2020 5G technical standard in July 10, 2020.

[July 10, 2020] With more than 200 delegates and experts from government authorities,
telecommunications manufacturing and operation enterprises, and research institutions around
the world, The ITU-R WP 5D#35¢ teleconference announces that the 3GPP 5G technology
(including NB-IoT) meets the requirements of the IMT-2020 5G technical standard and is
officially accepted as the ITU IMT-2020 5G technical standard. With the close collaboration of
various countries and industries around the world, ITU has completed the milestone of the IMT-
2020 5G technology standard as planned and ushered in an intelligent world of Internet of
Everything.

The IMT-2020 technical standard is the name given by the ITU to the 5G standard, that is, the
next-generation mobile communication technology to be used after 2020. To ensure the
advancement of 5G technologies, the ITU has formulated detailed evaluation methods and
indicator requirements. From 2016 to the present, the selected candidate technologies have been
evaluated in detail in three 5G target application scenarios:

e ¢MBB (Enhanced Mobile Broadband),
e URLLC (Low-latency and High-Reliability Communication),

e mMTC (Large Machine-to-Machine Communication).
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http://www.itu.int/rec/T-REC-A.5

[2017-2020] : [SG17] : [Q2/17]

[Declared patent(s)]

Carried to next study period

Recommendafion

New

3GFF, GEMA

Security guideline for 5G communication system

Connected loT devices and mobile applications require wireless nefwork access that is resilient. secure and able to protect individuals'
privacy. The 5G communication system should be designed to meet these high level requirements. There is a need for defining security
framework for 5G communication system, which could be a concrete ground for developing further detailed technical Recommendations in
5G security subjects. This Recommendation provides security guidelines for 5G communication system. It identifies all compenents related

of 5G communication system. It describes generic 5G architecture and its domain identifies threats to and provides security
= oty AT TET: AT EE aor 2
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Mee Yeon Kim, Editor

Keundug Park, Editor
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More details as: https://www.itu.int/ITU-T/workprog/wp_item.aspx?isn=15006

3GPP 5G has officially become the ITU IMT-2020 5G technical standard in July 10, 2020.

Note International Mobile Telecommunications-2020 IMT-2020 Standard

EU recognizes the NESAS-CCS as a unified certification standard under the EU Cyber
Security Act from.

https://www.enisa.europa.eu/news/enisa-news/calling-on-you-5g-experts-join-us-on-5g-cybersecurity-certification

Germany Security Catalogue 2.0 recognized NESAS as a 5G security certification
standard and worked with all parties to promote the development of a unified 5G
certification standard in the EU from 2020.

https://www.bsi.bund.de/DE/Service-Navi/Presse/Pressemitteilungen/Presse2022/220705_Zertifizierung 5G-
Komponenten.html

The Austrian telecom regulator RTR has adopted the SCAS standard for telecom security
regulation in the Telecom Cyber Security Regulation 2020 (TK-NSiV 2020). Official
support for inclusion of NESAS into the EU cyber security certification framework
2020.07. 04
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https://www.itu.int/ITU-T/workprog/wp_item.aspx?isn=15006
https://en.wikipedia.org/wiki/ITU-R
https://en.wikipedia.org/wiki/International_Telecommunication_Union
https://en.wikipedia.org/wiki/5G
https://www.enisa.europa.eu/news/enisa-news/calling-on-you-5g-experts-join-us-on-5g-cybersecurity-certification
https://www.bsi.bund.de/DE/Service-Navi/Presse/Pressemitteilungen/Presse2022/220705_Zertifizierung_5G-Komponenten.html
https://www.bsi.bund.de/DE/Service-Navi/Presse/Pressemitteilungen/Presse2022/220705_Zertifizierung_5G-Komponenten.html

https:/www.rtr.at/ TK P/aktuelles/veroeffentlichungen/veroeffentlichungen/Verordnungen/Telekom-
Netzsicherheitsverordnung_2020_ (TK-NSiV_2020.de.html

Regulation of the Minister of Economic Affairs and Climate of 1 October 2021, no.
WIJZ/20056324, containing further rules regarding the security and integrity of public
electronic communications networks and services (Telecommunications Security and
Integrity Regulations).

https://zoek.officielebekendmakingen.nl/stert-2021-42618.html

NESAS has been approved as the basic standard for 5G security assessment and has been
implemented by China‘s IMT 2020 promotion team. All 5G equipment suppliers in the
Chinese market comply with the NESAS standard system. Approximately 1.5 million 5G
sites in China’s 5G networks (as of December 2021) were expected to be NESAS
compliant and certified.

http://www.caict.ac.cn/kxyj/qwfb/bps/202002/t20200204_274118 html

Singapore government has acknowledged NESAS (IMDA 21 GHz Public Consultation
Document) on 26 July 2021.
https:/www.imda.gov.sg/-/media/Imda/Files/Regulations-and-Licensin,

Growth-and-Deployment-in-Singapore/2 1-GHz-Public-Consultation-
Document.pdf?la=en&hash=871CDE093D95FA731129030985E8DECD

/Regulations/Consultations/202 1/Next-Wave-of-5G-

The Office of the National Broadcasting and Telecommunications Commission (NBTC)
officially released the national 5G security guideline to call for stakeholders of Thailand
telecom industry to comply NESAS standards on 3rd Nov. 2021.

https:/www.nbtc.go.th/News/govnewspartner/51190.aspx

Philippines Department of Information and Communications Technology DICT
officially released the national 5G security guideline, recognized and adopted NESAS to
call for stakeholders of Philippines telecom industry to comply NESAS standards on 1st
July 2022.

https:/dict.gov.ph/

https://dict.gov.ph/wp-content/uploads/2022/07/The-Need-for-Philippines-Security-Standards-and-Framework-in-5G-
Equipment-2022-07-01.pdf

Laos Ministry of Technology and Communications MTC  officially released the
national 5G security guideline,
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https://www.rtr.at/TKP/aktuelles/veroeffentlichungen/veroeffentlichungen/Verordnungen/Telekom-Netzsicherheitsverordnung_2020_(TK-NSiV_2020.de.htm
https://www.rtr.at/TKP/aktuelles/veroeffentlichungen/veroeffentlichungen/Verordnungen/Telekom-Netzsicherheitsverordnung_2020_(TK-NSiV_2020.de.htm
https://zoek.officielebekendmakingen.nl/stcrt-2021-42618.html
http://www.caict.ac.cn/kxyj/qwfb/bps/202002/t20200204_274118.htm
https://www.imda.gov.sg/-/media/Imda/Files/Regulations-and-Licensing/Regulations/Consultations/2021/Next-Wave-of-5G-Growth-and-Deployment-in-Singapore/21-GHz-Public-Consultation-Document.pdf?la=en&hash=871CDE093D95FA731129030985E8DECD
https://www.imda.gov.sg/-/media/Imda/Files/Regulations-and-Licensing/Regulations/Consultations/2021/Next-Wave-of-5G-Growth-and-Deployment-in-Singapore/21-GHz-Public-Consultation-Document.pdf?la=en&hash=871CDE093D95FA731129030985E8DECD
https://www.imda.gov.sg/-/media/Imda/Files/Regulations-and-Licensing/Regulations/Consultations/2021/Next-Wave-of-5G-Growth-and-Deployment-in-Singapore/21-GHz-Public-Consultation-Document.pdf?la=en&hash=871CDE093D95FA731129030985E8DECD
https://www.nbtc.go.th/News/govnewspartner/51190.aspx
https://dict.gov.ph/wp-content/uploads/2022/07/The-Need-for-Philippines-Security-Standards-and-Framework-in-5G-Equipment-2022-07-01.pdf
https://dict.gov.ph/wp-content/uploads/2022/07/The-Need-for-Philippines-Security-Standards-and-Framework-in-5G-Equipment-2022-07-01.pdf
https://dict.gov.ph/wp-content/uploads/2022/07/The-Need-for-Philippines-Security-Standards-and-Framework-in-5G-Equipment-2022-07-01.pdf
https://mtc.gov.la/index.php?r=site%2Fdetail&id=897
https://www.mtcen.gov.tn/index.php?id=119&L=-1%5C%27&tx_ttnews%5Btt_news%5D=4335&cHash=8004500dd3cd4237a6fa9226d916c7df
https://www.mtcen.gov.tn/index.php?id=119&L=-1%5C%27&tx_ttnews%5Btt_news%5D=4335&cHash=8004500dd3cd4237a6fa9226d916c7df

implement the certification
mechanism with security standards (NESAS/SCAS, cloud security, etc) in some key/pilot
OIC member states in 2022, which would be selected from different regions and states,
later. The finally confirmed key/pilot countries should satisfy with following one or more
conditions:

Have friendly relationships with each other selected ones;
Be good at propagation and impact expansion;

Have good wiliness to strength cyber security capacity.

https://www.oic-cert.org/en/events/5g/index.html#. Yod GRKhByUk

https://www.zawya.com/en/press-release/companies-news/oic-cert-5Sg-security-framework-working-group-kicks-off-global-
series-of-cybersecurity-workshops-in-malaysia-bn7ttyi;

Indonesia multi-stakeholder achieved the consensus on NESAS scheme to strengthen
national 5G security resilience on 12th Aug 2021

https://republika.co.id/berita/qxuwrz368/teknologi-5g-hadir-jaminan-keamanan-siber-harus-diperkuat

Sri Lanka cert and multi-stakeholder achieved the consensus on NESAS scheme to be
national 5G security standard on 30th Nov 2021.

https://www.ft.Ik/it-telecom-tech/5G-roll-out-challenges--Governance--legislation--awareness--capacity-and-NESAS-
standards/50-726824

3.2

Referring to OSI and TCP/IP protocols, telecommunication industry has been divided into
equipment, network and application layers. It is thus more practical that the OIC-CERT 5G
cyber security framework focus on the security of equipment, network and application,
respectively.

A layered security structure benefits to clarify roles and responsibilities of implement and
deploy cyber security requirements. To ensure targeted cyber security requirements can be
deployed effectively and uniformly by OIC member states, unified standard and certification
are decided as the foundation of this framework.

Fragmentation and potentially conflicting cyber security requirements and compliance for OIC
member states could be avoided. Besides, trust needs to be based on the truth, while truth must
be verifiable, and the verification should depend on the unified standards.

This framework does not define any standards and certification schemes, because applying or
developing them depends on actual requirements for stakeholders. And there have been good
standards and certifications able to be directly used.
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Requirements for each layer are designed as a baseline to guide or assist OIC member states to
direct and control 5G cyber security development.

It is thus easy and flexible for member states to not only understand security targets, but also
combine with their realities to customise and build related 5G cyber security efficiently.

In practice, requirements are dynamic along with many aspects, such as security technologies,
security mind-set and awareness, laws and regulations, current threat landscape and so on. It
means that an iterative update of security requirements in different periods is essential.

Goal:
Secure 5G applications, networks and
equipment based on unified security standards

Application security

Device provider and vertical /application
Presentation | | Application provider: service provider compliance, app.
security, service protection...

Transport Transport Network security
MMNO: secure deployment, 0&M security, net
Network Internet security...

Equipment security
Vendor: compliance, security development ;.
network equipment protection...

https://www.oic-cert.org/en/journal/vol-4-issue-1/2.html#.Y3x44HZBw2w

5G cybersecurity is under a shared responsibility for key stakeholders, including mobile
network operators, interconnection providers, vendors, application developers, service
providers and governments.

In the OIC-CERT 5G Cyber security risk repository, it is clear that counter measures against a
same threat may involve more than one actors, which include government and national
regulators, mobile network operators, equipment vendors and service providers.

Generally speaking, government and industry share similar goals of mitigating cybersecurity
threats to network infrastructures, preventing against cyberattacks, and reducing the impact of
illegal cyber behaviors.
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Also, public-private partnerships should be leveraged to ensure that both industry and
government achieve the desired policy outcome of more secure 5G networks.

More details as: https://www.oic-cert.org/en/events/5g/index.html#. YodGRKhByUk

Various security certification methods have been created over the last 30 years to assess the
security postures of suppliers and operators. NESAS, the Network Equipment Security
Assurance Scheme, is a security advancement aimed at 5G communication. The NESAS
framework covers security standard requirements and the assessment of the quality and
characteristics of telecommunication equipment from the planning, design and development
phase.

This framework can be used by manufacturers to develop and manufacture equipment of high
quality and safety features. Telecom operators can also apply this framework to develop policies
and measures to provide the most secure telecommunication services. The NESAS framework
can be used to create a nationally neutral and transparent security standard. Regional and
international level for telecommunication regulators.

Unified cybersecurity standards, as well as compliance methods that include standardized
verification and testing, can aid in the development of a greater level of confidence and a more
competitive, transparent playing field. In contrast to a world with various standards and diverse
supply chains, a cyberspace enabled by unified standards is more likely to stimulate vigorous
competition, resulting in higher quality, cheaper costs, more innovation, improved security, and
increased resilience.

The 5G Cybersecurity Knowledge Base includes the industry-consensus threat map, mitigation
strategies and measures for different roles, and standards and best practices. With the full use
of these suggestions and references coming from the 5G Cybersecurity Knowledge Base, 5G
cybersecurity is verifiable and manageable. It is a powerful tool to help stakeholders
systematically understand and respond to 5G cybersecurity threats at the technical level.The
use of the NESAS standards and GSMA 5G Cybersecurity Knowledge Base can benefit all
sectors in many dimensions of security in the telecom industry. The equipment manufacturers
use the NESAS standards to guide the design of a complete product development process with
security measures and manufactures equipment with standard safety features and features for
use in telecommunication networks. Telecommunication service provider, regulatory
organization and relevant agencies benefit from standard and end to end audit and assessment
results. GSMA 5G Cybersecurity Knowledge Base facilitates and encourages collaboration to
protect networks and services against disruption and unauthorised access as well as the
prevention and mitigation of risks.

The 5G Cybersecurity Knowledge Base will help to enhance 5G security competencies and
capabilities and will strengthen the work of carriers, enterprises, oversight agencies and
regulators. At an operational level, the 5G Cybersecurity Knowledge Base offers clear
instructions for taking step-by-step actions to build security assurance while considering the
entire risk spectrum of 5G end-to-end networks.
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The Security Solutions of the 5G Knowledge Base provide common methods for mitigating the
various threats. These controls can be chosen, or even mandated by a regulator, based on a
comprehensive risk assessment and consideration regarding which threats are most relevant for
any given market or operator. There are technical mitigation solutions for all identified threats.
At the political level, the discussion has at times been limited to either a ban or market
limitations for certain vendors.

On the other hand, the security solutions offered in the 5G Cybersecurity Knowledge Base are
effective regardless of vendor origin. In fact, introducing as many vendors as possible to ensure
vendor diversity in an industry with a limited amount of options, is considered a key measure
for risk reduction. The basis for this is that downtime in mobile networks is largely due to
natural events, software and hardware faults, configuration errors and power loss.The Baseline
Security Controls provide suggested measures of maturity. Through these baselines it is
possible for an operator to compare itself to the industry average, and it could potentially be
possible for a regulator to compare operators in a market. The baselines also provide a good
checklist to assess internal security maturity compared to a desired maturity level, and the gaps
would provide a very useful roadmap towards that level. Based on this, a 5G network security
strategy can be built.

Cybersecurity Malaysia support and recognize the importance of adopting security standards
such as GSMA 5G Cybersecurity Knowledge Base, NESAS and OIC—CERT 5G Cyber Security
Framework as it can use this standards and measures as a regulatory basis to standardize
telecommunication services that are effective and provide the highest level of security for
subscribers. The most important benefit is the process by which all sectors play a role in driving
modern and secure telecommunication services particularly collaboration to develop more
secure telecommunication services using the NESAS framework and GSMA 5G Cybersecurity
Knowledge Base as a key guideline.Building a security strategy based on a common
understanding of threats and effective measures gives both operators, regulators and customers
adegree of confidence that the work being done to protect 5SG networks is effective and relevant.
Baselines for security maturity have not been a particularly voiced concern in the political
discourse.

As security authorities have become aware of a lack of maturity among some of their operators,
their focus has been on removing potentially risky vendors rather than actually helping the
operators reach a level of security maturity where they would be able to manage risk. And as
the threat actors are unlikely to be discouraged regardless of how many companies are removed
from the supply chain, this approach creates a false sense of security and leaves potentially
immature operators in charge of critical infrastructure.
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